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01 Executive Summary

QuickHR provides a fully hardened, cloud-native Human Resource Management 
System designed for organisations that require uncompromising security, privacy, 
and operational resilience. Our platform is independently audited, certified against 
internationally recognised standards, and architected using enterprise-grade 
controls across every layer of the stack — from infrastructure and application security 
to data governance and disaster recovery.

This Trust Brief outlines QuickHR’s security posture, cloud architecture, compliance 
framework, and the controls that safeguard employee data throughout its lifecycle.


02 Certifications & Independent Verifications


QuickHR’s security program is externally validated and audited annually.


Comprehensive Information Security Management System (ISMS) covering 
infrastructure, application, and operational processes.

ISO 27001:2022 — Certified

Singapore’s Multi-Tier Cloud Security standard verifying strong cloud service 
controls, configuration hardening, and tenant-level isolation.

MTCS SS 584:2020 Level 2 — Certified

Singapore Data Protection Trustmark certification validating end-to-end data 
lifecycle governance, privacy controls, and PDPA-aligned processes.

SS 714:2025 (DPTM) — Certified

Full compliance with Singapore Personal Data Protection Act, including consent 
management, data minimisation, access control, incident reporting, and secure 
disposal.

PDPA Compliance — Certified
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03 Cloud Infrastructure & Security Architecture

QuickHR is hosted on Amazon Web Services (AWS) – Singapore Region (ap-
southeast-1)
and follows a multi-layered defense-in-depth model.


Web Application Firewall (WAF) with custom rule sets

DDoS protection at both network and application layers

TLS 1.2+ encrypted traffic with load balancing

Perimeter Security

Private subnets with no public internet access to databases

Network segmentation and microsegmentation

Dedicated VPCs aligned with internal baselines (QHR-UHS 3.0 & AHS 1.0)

 Security groups enforcing least-privilege traffic flows


Network Architecture

Multi-factor authentication (MFA) for administrative access

Role-Based Access Control (RBAC) with least-privilege permissions

Argon2id password hashing hardened with peppering

Continuous vulnerability scanning and patching (VA testing)

CREST-certified penetration testing (annually)

Application Layer Security

 AES-256 encryption at rest

TLS 1.2+ encryption in transit


Database encryption with AWS KMS key management


Automated encryption key rotation


Data Protection
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SIEM monitoring with real-time alerting

Immutable logs encrypted using AES-256 to prevent unauthorized access and tampering.

Structured access logging for all privileged activities


Continuous vulnerability scanning

Logging, Monitoring & Detection

Data minimisation and purpose limitation


Consent captured and managed according to PDPA requirements

Data Collection


Segregated environments (production, staging, development)


Strong authentication and access attribution for all privileged access

Privacy by Design embedded throughout SDLC

Data Processing

Encrypted storage (AES-256)


Private subnets with no public access

Automated integrity checks


Data Storage

Configurable data retention based on client requirements

Secure disposal aligned with SS 714:2025 and ISO 27001 policies

Automated log rotation and evidence retention for audit purposes


Data Retention & Disposal

04 Data Lifecycle Management

QuickHR adheres to internationally accepted data lifecycle best practices.
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05 Business Continuity & Disaster Recovery

QuickHR uses a resilient architecture designed for high availability and rapid recovery.

Active-active configuration across multiple availability zones

Redundant compute, network, and storage layers

Automated failover mechanisms

High Availability

Real-time replication to secondary availability zones

RTO: 4 hours

RPO: 1 hour

Quarterly DR drills and restoration testing

Disaster Recovery

Backups are encrypted using AES-256 with integrity validation for secure data 

recovery.

Automated restoration testing

Backup Strategy

06 Subprocessors & Data Residency

QuickHR uses a minimal and carefully managed set of subprocessors. All subprocessors



undergo contractual and technical due diligence, including annual reviews.

Amazon Web Services — Singapore (ap-southeast-1)

Purpose: Cloud infrastructure, compute, storage

Data Residency: Singapore

Certifications: ISO 27001, SOC 2, PCI DSS

Primary Subprocessor
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QuickHR does not transfer or store customer data outside Singapore unless explicitly


required and contractually approved by the client.


07 Governance, Risk & Compliance (GRC)

ISO 27001:2022 ISMS

PDPA governance framework

Data Protection Management System (DPMS)


SS 714:2025 controls


Risk assessments and DPIAs for all significant changes

Policies & Frameworks

08 Vulnerability Management & Testing

CREST-certified penetration testing, performed annually

Continuous vulnerability scanning (infrastructure + application)

Strict patching SLAs

Automated dependency monitoring for third-party libraries

Security misconfiguration checks aligned with QHR-UHS 3.0 & AHS 1.0


Proactive Security Assurance

24/7 Security Monitoring


Incident response processes with <24h notification commitment

Monthly internal compliance checks

Annual external audits


Security Operations
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09 Identity, Access & Privilege Management

MFA required for all administrators

RBAC with least-privilege access by default

Structured and immutable audit trails for every privileged operation

Quarterly access reviews

Forced command logging and attribution controls for administrative access

Managing internal user access

Maintaining strong password hygiene

Reviewing audit logs provided

Setting appropriate retention policies


Managing employee permissions using RBAC

10 Customer Responsibilities & Shared Security Model

QuickHR implements comprehensive security for the platform. Customers are 

responsible for:

Full details are available in the Shared Responsibility Matrix upon request.

11 Contact Information

For audit support, compliance documentation, or security reviews:

Email: security.sg@quickhr.co

Phone: +65 6908 8158

Website: https://www.quickhr.co

QuickHR – Security & Compliance Office
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Annexure: Compliance 
& Certification Records



Document Version: 2.0 — Published February 2026 | Public | Enable Business Pte Ltd / QuickHR                                        | Page 09 of 17

Annex A: ENABLE BUSINESS SS714:2025
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Annex B: ENABLE BUSINESS ISO/IEC 27001:2022
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Annex C: ENABLE BUSINESS MTCS SS584 Level-2 SAAS
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Annex D: Data Protection Trustmark



Document Version: 2.0 — Published February 2026 | Public | Enable Business Pte Ltd / QuickHR                                        | Page 13 of 17

Annex E: AWS ISO/ IEC 27001:2013
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Annex F: AWS ISO/ IEC 27017:2015
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Annex G: AWS ISO/ IEC 27018:2019
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Annex H: AWS ISO/ IEC 9001:2015
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Annex I: AWS CSA STAR CCM v4.0
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