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| 01 Executive Summary

QuickHR provides a fully hardened, cloud-native Human Resource Management
System designed for organisations that require uncompromising security, privacy,
and operational resilience. Our platform is independently audited, certified against
internationally recognised standards, and architected using enterprise-grade
controls across every layer of the stack — from infrastructure and application security

to data governance and disaster recovery.

This Trust Brief outlines QuickHR’s security posture, cloud architecture, compliance

framework, and the controls that safeguard employee data throughout its lifecycle.

| 02 Certifications & Independent Verifications

QuickHR’s security program is externally validated and audited annually.

(¥) 1s027001:2022 —  Certified

Comprehensive Information Security Management System (ISMS) covering
infrastructure, application, and operational processes.

(“) MTCS $S584:2020 Level 2 — Certified

Singapore’s Multi-Tier Cloud Security standard verifying strong cloud service
controls, configuration hardening, and tenant-level isolation.

(¥) $s714:2025 (DPTM) —  Certified

Singapore Data Protection Trustmark certification validating end-to-end data
lifecycle governance, privacy controls, and PDPA-aligned processes.

@ PDPA Compliance — Certified

Full compliance with Singapore Personal Data Protection Act, including consent
management, data minimisation, access control, incident reporting, and secure
disposal.

All certifications are audited by accredited external assessors annually.
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| 03 Cloud Infrastructure & Security Architecture

QuickHR is hosted on Amazon Web Services (AWS) — Singapore Region (ap-

southeast-1) and follows a multi-layered defense-in-depth model.

Perimeter Security

B Web Application Firewall (WAF) with custom rule sets
B DDosS protection at both network and application layers

B TLS 1.2+ encrypted traffic with load balancing

Network Architecture

B Private subnets with no public internet access to databases
B Network segmentation and microsegmentation
B Dedicated VPCs aligned with internal baselines (QHR-UHS 3.0 & AHS 1.0)

B Security groups enforcing least-privilege traffic flows

Application Layer Security

B Multi-factor authentication (MFA) for administrative access

B Role-Based Access Control (RBAC) with least-privilege permissions
B Argon2id password hashing hardened with peppering

B Continuous vulnerability scanning and patching (VA testing)

B CREST-certified penetration testing (annually)

Data Protection

B AES-256 encryption at rest
B TLS 1.2+ encryption in transit
B Database encryption with AWS KMS key management

B Automated encryption key rotation
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Logging, Monitoring & Detection

B SIEM monitoring with real-time alerting
B Immutable logs encrypted using AES-256 to prevent unauthorized access and tampering.
B Structured access logging for all privileged activities

@ Continuous vulnerability scanning

| 04 Data Lifecycle Management

QuickHR adheres to internationally accepted data lifecycle best practices.

Data Collection

@ Data minimisation and purpose limitation

B Consent captured and managed according to PDPA requirements
Data Processing

B Segregated environments (production, staging, development)
B Strong authentication and access attribution for all privileged access

B Privacy by Design embedded throughout SDLC

Data Storage

B Encrypted storage (AES-256)
@ Private subnets with no public access

B Automated integrity checks

Data Retention & Disposal

B Configurable data retention based on client requirements
B Secure disposal aligned with SS 714:2025 and ISO 27001 policies

@ Automated log rotation and evidence retention for audit purposes
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| 05 Business Continuity & Disaster Recovery

QuickHR uses a resilient architecture designed for high availability and rapid recovery.

High Availability
B Active-active configuration across multiple availability zones

@ Redundant compute, network, and storage layers

B Automated failover mechanisms

Disaster Recovery

B Real-time replication to secondary availability zones
B RTO: 4 hours
@ RPO: 1 hour

B Quarterly DR drills and restoration testing

Backup Strategy
B Backups are encrypted using AES-256 with integrity validation for secure data
recovery.

B Automated restoration testing

| 06 Subprocessors & Data Residency

QuickHR uses a minimal and carefully managed set of subprocessors. All subprocessors

undergo contractual and technical due diligence, including annual reviews.

Primary Subprocessor

QuickHR does not use any additional infrastructure or data-processing subprocessors.

Amazon Web Services — Singapore (ap-southeast-1)
Purpose: Cloud infrastructure, compute, storage
Data Residency: Singapore

Certifications: ISO 27001, SOC 2, PCI DSS
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QuickHR does not transfer or store customer data outside Singapore unless explicitly

required and contractually approved by the client.

| 07 Governance, Risk & Compliance (GRC)

Policies & Frameworks

@ 1SO 27001:2022 ISMS

B PDPA governance framework

B Data Protection Management System (DPMS)
@ SS 714:2025 controls

B Risk assessments and DPIAs for all significant changes

Security Operations

B 24/7 Security Monitoring
B Incident response processes with <24h notification commitment
@ Monthly internal compliance checks

B Annual external audits

| 08 Vulnerability Management & Testing

Proactive Security Assurance

B CREST-certified penetration testing, performed annually

B Continuous vulnerability scanning (infrastructure + application)
B Strict patching SLAs

B Automated dependency monitoring for third-party libraries

B Security misconfiguration checks aligned with QHR-UHS 3.0 & AHS 1.0
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| 09 Identity, Access & Privilege Management

B MFA required for all administrators

B RBAC with least-privilege access by default

B Structured and immutable audit trails for every privileged operation
B Quarterly access reviews

B Forced command logging and attribution controls for administrative access

| 10 Customer Responsibilities & Shared Security Model

QuickHR implements comprehensive security for the platform. Customers are
responsible for:

B Managing internal user access

B Maintaining strong password hygiene

B Reviewing audit logs provided

B Setting appropriate retention policies

B Managing employee permissions using RBAC

Full details are available in the Shared Responsibility Matrix upon request.

| 11 Contact Information

For audit support, compliance documentation, or security reviews:

QuickHR - Security & Compliance Office

Email: security.sg@quickhr.co
Phone: +65 6908 8158

Website: https://www.quickhr.co
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| Annex A: ENABLE BUSINESS SS714:2025

PSB Singapore

& CERTIFICAT

CERTIFICATE

Certificate Registration No. DPTM-2026-0002

The Certification Body
of TUV SUD PSB Pte Ltd

certifies that the organization

QluickHn

ENABLE BUSINESS PTE. LTD.
60 Paya Lebar Road,

#07-38, Paya Lebar Square

Singapore 409051

& CERTIFICADO

has established and applies a Data Protection Trustmark Management
System for the scope of

As a Data Controller to process personal data of Employees, Visitors
and Job Applicants and as a Data Intermediary to process personal
data of Clientele

=
x
=
©
=
-
o
[Su]
()
L 4

Proof has been furnished that the requirements according to

SS 714 : 2025

FATTAS
g

7]
ACAA

are fulfilled.
The certificate is valid from 2026-02-04 to 2029-02-03
Date of Print : 2026-02-04

2

W

Manineth Pulido
Head of Certification Body
Management Systems
Business Assurance Division

Accredited

Certification
SAC Body

DPTM-2025-03

Page 1 of 1

Please refer to www.tuvsud.com/en-sg for current certificate status in the ‘Directory of Management System Cettified
Companies”.

ZERTIFIKAT ¢ CERTIFICATE

TOVSUDPSBO08/07.02

. oy ®
TUV SUD PSB Pte Ltd ®15 International Business Park Singapore 609937 TOV
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| Annex B: ENABLE BUSINESS ISO/IEC 27001:2022

\‘\,‘ERNATIO,V"(

e
CERTIFICATE
F‘:‘g, No. SCS 102038DIS

SOCOTEC

certifies that:

Enable Business Pte Ltd

60 Paya Lebar Road #07-38 Office Lobby 2, Paya Lebar Square Singapore 409051

operates a management system that has been assessed as conforming to:

ISO/IEC 27001 : 2022

for the scope of activities:

Provision of cloud-based human resource management system.
Statement of Applicability: Rev 1.0 dated 24 Nov 2023

Issue date: 08 March 2024 Dave CHENG LOON Managing Director

Valid until: 07 March 2027 (Subject to adherence to the agreed ongoing

programme, successful endorsement of certification following each

audit and compliance with the terms and conditions of certification.) c
}6 JQ.LL r

Original date of certification: 08 March 2021

SOCOTEC Certification Singapore Pte Ltd
60 Albert Street #13-03, 0G Albert Complex
SINGAPORE 189969
www.socotec-certification-international.sg

Accredited
Certification

SAC Body

ISMS-2019-02
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| Annex C: ENABLE BUSINESS MTCS SS584 Level-2 SAAS

4z

CERTIFICATE

No. SCS 102038CS

FIC,
eRTricar,,

SOCOTEC

certifies that:

Enable Business Pte Ltd

60 Paya Lebar Road #07-38 Office Lobby 2, Paya Lebar Square Singapore 409051

Data storage same with the address as above

operates a management system that has been assessed as conforming to:

SS584:2020

(Level 2 Saas certification)

for the scope of activities:

Level 2 of Multi-Tier Cloud Security System (MTCS) of Enable Business Pte Ltd located at #07-

38, Office Lobby 2, Paya Lebar Square, 60 Paya Lebar Road, Singapore 409051 supporting the

provision of cloud-based HR management software services using SaaS model.
Applicability and Compensatory Controls SOA Revision 1 dated 18 Mar 2022.

Issue date: 08 March 2024 Dave CHENG LOON Managing Director

Valid until: 07 March 2027 (Subject to adherence to the agreed ongoing

programme, successful endorsement of certification following each

audit and compliance with the terms and conditions of certification.) ‘
}a M_C—L r

Original date of certification: 08 March 2021

SOCOTEC Certification Singapore Pte Ltd

Accredited

Certification 60 Albert Street #13-03, 0G Albert Complex
SAC Body SINGAPORE 189969

MTCS-2016-01 www.socotec-certification-international.sg
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| Annex D: Data Protection Trustmark

I * DATA PROTECTION
ASSURED

This certifies that

ENABLE BUSINESS PTE
LTD

60 Paya Lebar Rd, #07-38 Paya Lebar Square, Singapore 409051

has been awarded the
Data Protection Trustmark

Certificate Number Period
DPTM-00172-202306 01/06/2023 — 31/05/2026

1
Mr Lew Chuen Hong
Chief Executive, IMDA

Certified by:
l I INFOCOMM
\ DEVELOPMENT
AUTHORITY

10 Pasir Panjang Road, #03-01,
Mapletree Business City, Singapore 117438 www.imda.gov.sg
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| Annex E: AWS ISO/ IEC 27001:2013

DocuSign Envelope 1D; 3F8FADAA-FOEA-4ADD-$T70-3436430C0948

N
MEMT SYS
RVA [ 466

Certificate number: 2013-009
Certified by EY CertifyPoint since: November 18 2010

Based on certification examination in conformity with defined requirements:in ISO/IEC
17021-1:2015 and ISO/IEC 27006:2015/A1:2020, the Information Security

Management System as defined and implemented by

Amazon Web Services, Inc.”

@ v o

and its affuhates (collectwely referred to as Amazon Web Serwces (AWS)) are compliant
with the requirements as stated.in the standard:

ISO/IEC 27001:2013

Issue date of certificate: November 18, 2022
Re-issue date of certificate: November 25, 2022
Expiration date/of certificate: October 31, 2025

Last certifization cygle explratlon date: November 30, 2022

EY CertifyPoint will, a:cordir\g to the certification agreement dated April 1, 2022,

perform surveillance audits and acknowledge the certificate until the expiration date
noled above.

*With regard to the speafic requirements for information security as statzd in the Statement of
Applicability, version 2022,01 dated September 14, 2022, this certification is applicable to (3) the services
and their associated assets and locations as described in the scoping section of this certificate, and (b) any

affiliates that are@responsible for, or that contribute to, the provision of such services and their associated
assets and locations.

iy

CEMOF QALEIF 007

J. Sehgal | Director, EY CertifyPoint

T certBcat B st B sher e a0 remars the oregerty 3 Eamt § Youeg Cert ot BV, leceied ot Ao Vivedatrest 130, 2040 =P, Awabertam e Mot Seriened. Aoy dhonde releing 1o 5 ceticote

208 30 0251 30 0T Liww I3 T Chve [inBcBan Cf P COWT i3 RSLIWCEN. The COrdert rut! B0 B0 ARIWES A arg SOSnion By ey g Tk CITXICALS OF O ECASan Lady S8y MM (Wl 2Twer

L0 100 a0 W8 Ratete o CAriiiation d 03110 CANCR 0N ¥ COPEIaC. Lhvini 180 FELI® A3 SNt BN ELNE Of LIS SAUNS CNTITICHEEN MR, ENG GOt ECIe K ACE Meant 30 e iest g Lo ol
Birwens @1 e e A s an o T e o e o U B L whe w133 e e € TH e e Lot s il o d ety B g by o Sl g et s AT WAL s sl Sy b
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| Annex F: AWS ISO/ IEC 27017:2015

DocuSign Envelope 1D: 3F8FADAA-FOEA-4ADD-B570-343643DC0948

Certificate number: 2015-015
Certified by EY CertifyPoint since: October 1, 2015

Based on certification examination in conformity with defined requirements in ISQ/IEC
17021-1:2015 and ISO/IEC 27006:2015/A1:2020, the Information Security
Management System as defined and implemented by

Amazon Web Services; Inc.”

and its affiliates (collectively referred to as Amazaon Web Services (AWS)) are compliant
with the requirements as stated.inthe standard:

ISO/IEC 27017:2015

Issue date of certificates November 18, 2022
Re-issue date of certificate: November 25, 2022
Expiration date of €ertificate: November 30, 2025
Last certifization cycleexpiration date: November 30, 2022
P o SN N T R b ————

EY CertifyPoint will, accordingto the certification agreement dated April 1, 2022,
perform surveillance auditS and acknowledge the certificate un:il the expiration date
noted above or the expitation of the corresponding ISO/IEC 27001:2013 certification

with certificate number 2013-009.

*With regard tolthe spetific requirements for information security as statzd in the Statement of
Applicability, version 2022,01 dated September 14, 2022, this certification is applicable to (a) the services
and their azzociated 32208 and locationz 3z dezcribed in the scoping zoction of thiz cortificate, and (b) any
affiliates that are responsible for, or that contribute to, the provision of such services and their associated

assets and locations.

Do isSagead by

e, Sukopl

W A el

J. Sehgal | Director, EY CertifyPoint

T3 cerd eafn B et bumsberadie a0 remairs the oreperty o Bamlt § Raung Certhont BV, locaied o Ardardo Wad Sabrant 150, 1080 M, Awsherdam 10 Nt Serlensh. Aoy dhonde releig 1o B cotiicale
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| Annex G: AWS ISO/ IEC 27018:2019

DocuSign Envelope 1D; 3F8FADAA-FOEA-4ADD-$T70-3436430C0948

Certificate number: 2015-016
Certified by EY CertifyPoint since: October 1, 2015

Based on certification examination in conformity with defined requirements in ISO/IEC
17021-1:2015 and ISO/IEC 27006:2015/A1:2020, the Information Sécurity

Management System as defined and implemented by

Amazon Web Service's, Inc.”

. ......................................................................................... B...5 oo .
and its affiliates (collectively referred to as Amazon Web Services (AWS)) are compliant
with the requirements as stated.inthe standard:

ISO/IEC 27018:2019

Issue date of certificates November 18, 2022
Re-issue date of certificate: November 25, 2022
Expiration date of‘certificate: November 30, 2025
Last certifization cycle expiration date: November 30, 2022

EY CertifyPoint will, accordingto the certification agreement dated April 1, 2022,
perform surveillance audits.and acknowledge the certificate un:il the expiration date

noted above or the expiration of the corresponding ISO/IEC 27001:2013 certification
with certificate number 2013-009.

*With regard tothe speafic requirements for information security as statad in the Statement of
Applicability, version2022.01 dated September 14, 2022, this certification is applicable to (a) the services
and their associated assets and locations as described in the scoping section of this certificate, and (b) any

affiliates that.are résponsible for, or that contribute to, the provision of such services and their associated
assets and locations.

Detutigred by

Jadiw, Selgal

CE ML QALK BF a7

J. Sehgal | Director, EY CertifyPoint
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| Annex H: AWS ISO/ IEC 9001:2015

DocuSign Envelope 1D; 3F8FADAA-FOEA-4ADD-9570-343543DC09AB

A
N
MEMT_ SYS
RvA [ 466

Certificate number: 2014-014
Certified by EY CertifyPoint since: November 4, 2014

Based on certification examination in conformity with defined requirements‘in ISO/IEC
17021-1:2015, the Quality Management System as defined and implemeénted by

Amazon Web Services, Inc.”

L P P P P P T P P PP PP PP PR TPR PP PR, ™) B T T TP PP PP PP PP PR P )
and its affiliates (collectively referred to as Amazon Web Services (AWS)) are compliant
with the requirements as statedJmgthe standard:

ISO 9001:2015

Issue date of certificate:November 18, 2022
Re-issue: date of certificaté: November 25, 2022
Expiration date of certificate: November 30, 2025
Last certification cycle expiration date: November 30, 2022

EY CertifyPoint will, according'to the certification agreement dated April 1, 2022,
perform surveillance audits and acknowledge the certificate until the expiration date
noted above.

* This certification is applicable to (a) the services and their associated assets and locations as described in
the <enping sectinn gfghicgertifirate, and (h) any affiliates that are responsihie for, or that cantribute to,
the provision of such services and their associated assets and locations.

J. Sehgal | Director, EY CertifyPoint

TH cerd Beatn B et bamshavadie 0 remairs tha aregerty of Dawmit § Raung Cart et AV, kecdted ot Ardardo Vvldaradt 130, J0AD »P, Amibirdam, I Netberlons, Ay chipnde reliivyg 1o 9 cotioale

30 B2 T 1 DN it 1) T HaTh® [ aCHan Of T COWTT I ROLINCEn. The Cordert Nt Bt e ANed 4d arg Sromanion by ey g Tk CNTICAS OF ot ECASIN Dady @ty Mt Nkl adhers

10 100 K 8 Bt O COrSICAICn I 33179 CINCR D0 o COEIACE, Civan 180 MU A03 ARt ert BN Rk O Lphe G003 CNTICALEN MU CCIeEX, TN OO BIIe K AL Feant 10 eepiee g S ot
Enerence ) e cerrrarce of e 3evsatin heng cetiied %0 the reberred 153 stardart. The cortficate dom st §aart Irmwety om ey begol) repuieteny ciigation AT rghs sexreed. © Coppright
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| Annex I: AWS CSA STAR CCM v4.0

DocuSign Envelope 1D: 3F8FADA4-FOEA-4ADD-9570-3435430C09A8

Mo a
b:ﬂ

- = .

JIRK .....................................................

CERTIFICATION

Certificate number: 2020-026
Certified by EY CertifyPoint since: November 6, 2020

Based on certification examination in conformity with defined requirements in ISQ/IEC
17021-1:2015, the Cloud Security Management System as defined and implementec by

Amazon Web Services, Inc.”

andits afflllates (collectlvely referred to as Amazon'Web Services (AWS)) are compliant
with the requirements as statedip the standard:

CSA STAR CCM v4.0

Issue date of certificateyNovember 18, 2022
Re-issue date of certificale: November 25, 2022
Expiration date of cestificate: November 30, 2025
Last certification cycle expiration date: November 30, 2022

EY CertifyPoint will, accordingto'the certification agreement dated April 1, 2022,
pe-form surveillance audits and acknowledge the certificate until the expiration date

not2d above, or the expiration of the corresponding ISO/IEC 27001:2013 certification
wilh cerlificale number 2013-009.

*With regard to the specific requirements for information security as stated in the Statement of
Appiicability, version 2022.01 dated October 10, 2022, this certification is applicable to (a) the services
and their associated assels and locations as described in the scoping section of this certificate, and (b)any
affiliates that are r@sponsible for, or that contribute tc, the provision of such services and their associsted
assels and 'ocations.

Oetutigrad by

S Sl

SEMFQALE Rl

J. Sehgal | Director, EY CertifyPoint

130, 3083 =P, [ . Ary Goube releing b B coticate

TH) Cert ot b et hemsheradie end remairs the oreperty of Bt & Noumg Cerd@ont 3.V, keceed ot ko

LR 30 0.8CT 53 OLLLT) it b8 T 0Tkt frinicBan of 1 COWT 0 ROLIcan. The Cordert Futl BE Be AENed d g °C g Tk Bady 9y MM (R ATWON
O 100 B 8 afate of Coriicaticn wa canclt t(wlm d meewt wnr.xum.x-n:u:mmw; |blwlkl"l!u Foant % e et wrg born of
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